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The AADA welcomes the opportunity to 
provide feedback on the Privacy Act 
Review Report 2022 published on 16 
February 2023. Our submission will focus 
primarily on matters most relevant to 
recommendations involving motor 
vehicles and franchised new car Dealers.

The AADA is the peak automotive industry 
body which represents Australia’s 
franchised new car Dealers. There are 
approximately 1,500 new car Dealers in 
Australia that operate over 3,000 new 
vehicle dealerships. Franchised new car 
Dealers employ more than 59,000 people 
directly and generate $59 billion in 
turnover and sales with a total economic 
contribution of over $14 billion.

New cars sold in Australia are now 
software defined vehicles and therefore 
computer systems control many critical 
vehicle operating functions allowing for 
new and innovative features. Software 
defined vehicles, also known as 
connected cars, include improved safety, 
provision for over the air software 
updates, and connected cars are enabled 
to communicate via secure 
telecommunications. 

Personal information provided by 
customers, car owners, and by 
prospective customers as leads towards 
creating new sales, are integral to how 
vehicles are retailed, serviced and 
repaired by Australian automotive Dealers. 
Such collections of personal information 
are subject to Privacy laws and managed 
accordingly by Dealers.

However, Dealers are concerned that 
following the publication of the Privacy 
Act Review Report 2022, new privacy 
legislation proposals, if implemented, may 
cause unintended consequences for the 
supply and operation of software defined 

FOREWORD

Section 1

vehicles, cause practical problems during 
collection of information by Dealers, and 
potentially curtail use of connected car 
data.

Vehicle generated data used during 
vehicle operation and servicing is not an 
issue of privacy. Technical data generated 
by the vehicle does not include personal 
information about a driver or occupants:

•	 The vehicle does not function to create 
or store files of personal information.

•	 The vehicle does not have a personal 
information profile for drivers.

•	 Connected car data is used onboard to 
deliver the capability for many 
advanced functions and features.

Balance and care should be taken with 
any amendments to the Privacy Act and 
Australian Privacy Principles (APPs) which 
may be interpreted to apply privacy laws 
directly to the operation of vehicles.

James Voortman 
Chief Executive Officer
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Section 2

AADA KEY POINTS

1.	 Privacy laws and principles should not be extended to apply to 
vehicle generated technical data of the operating systems of 
vehicles.   

2.	 Connected cars and the communications systems they operate 
provide many advancements in vehicle capability and safety, but do 
not collect personal information.

3.	 Any proposal to consider geo-locating in motor vehicles as personal 
information must be discussed directly with the automotive industry 
to avoid unintended consequences.

4.	 The practical implications of proposals which change definitions and 
expand collections contained in the Privacy Act Review Report are not 
fully described and will require close consultation with Dealers and 
automotive manufacturers before progression.
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Section 3

Connected car systems apply sensing and 
telematic connectivity via 4G & 5G 
services for the purposes of 
communication and supply of information 
to assist the driver. For example, 
interaction with traffic management 
infrastructure and navigation assistance to 
re-route around traffic congestion. 

The automotive industry relies upon the 
consensual collection of data and 
personal information to supply, promote, 
and advertise products. However, 
innovations in cars and in automotive 
commerce should not be discouraged or 
diminished in scope or performance, by a 
complex set of new privacy regulations 
applied to vehicles in-service. 

Connected car data is driving new car 
safety and innovation and will further 
develop and become the standard on our 
roads. Some experts in the field believe 
the connected car and Cooperative 
Intelligent Transport Systems (C-ITS) can 
have an important role to play as a safety 
technology which allows vehicles to 
communicate between each other and 
with infrastructure, reducing the numbers 
of injuries and fatalities related to road 
trauma.1

Sharing connected car data facilitates 
many car features designed to improve 
the customer experience and enhance 
safety. 

CONNECTED CARS ADD VALUE
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Section 4

Some of the latest functions and services 
which are made available and enhance 
connected car data systems are:

•	 Subscription services for vehicles
•	 Mobility as a service & car sharing 

services
•	 Over the air software upgrades (OTA)
•	 Predictive vehicle maintenance
•	 Emergency (e-Call) assistance
•	 Over the air roadside assistance
•	 Over the air recall management
•	 Personalisation of infotainment and 

integration with mobile phones
•	 Advanced Driver Assistance Systems 

(ADAS)
•	 Advanced navigation and road network 

integration
•	 Recharging subscriptions for electric 

vehicles
•	 Payment systems for Toll collections 

and parking fees
•	 Road User Charging
•	 Insurance services based on analysis of 

vehicle kilometres travelled
•	 Home charging services

Many benefits accrue to vehicle efficiency 
and ease of communication on the road 
and by agreement with the vehicle owner, 
connected car data may be used and 
analysed to improve the customer 
experience. Data used and analysed from 
connected vehicles is not attached 
directly to a name and is de-identified 
before analysis. 

Customers are readily adapting to new 
vehicle systems and services like, 
navigation assistance, over the air updates 

CONNECTED CARS ENHANCE FUNCTIONS AND INCREASE 
SERVICES

and Advanced Driver Assistance Systems 
(ADAS) which greatly improve safety. 

Navigation systems which assist the driver 
with the driving task, save time and avoid 
road congestion are perhaps the most 
obvious uses of car connectivity currently 
in widespread use.

Another example is, if the vehicle crashes, 
or the driver is in need of assistance an 
emergency call or SOS can be made from 
the vehicle automatically. Fully operational 
now in the EU, and available in some 
Australian delivered cars, an e-Call 
(Emergency Call to 000) can communicate 
vehicle location and alert emergency 
services to hasten attendance. Personal 
information is not used in the emergency 
call. Inclusion of e-call in Australia as a 
mandated item is supported by Intelligent 
Transport Systems Australia.   

ITS say: Because it captures data 
automatically from the vehicle, eCall can 
reduce the response time of emergency 
services. Within five seconds or less, 
agents can be speaking with the vehicle 
occupant and have all available event 
information on hand to promptly engage 
emergency services as needed.

Time is of the essence in road accidents. 
The first hour after a collision is known as 
the ‘Golden Hour’ because assistance to 
an injured person in the first hour can be 
critical for survival.2

Accurate geolocation can also be a great 
advantage for consumers in providing 
precise information about available 
refuelling or recharging service stations. 
Competition and efficiency in the supply 
of fuels and charging is enhanced by the 
driver knowing where refuelling and 
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Section 4

recharging will be available, pricing may 
also be included. 

AADA submits that Government should 
not allow privacy laws to inadvertently 
interfere with the practicality of in car 
systems which are clearly adding value 
and supporting road safety and useful 
services.

Dealers are assisting customers to 
understand and use connected cars 
effectively, for the benefit of customers. 
Customer experiences are enhanced by 
connected car systems and data. Dealers 
are customer facing and are the best 
source of information for customers who 
are seeking reassurance about the 
connected car features of their vehicle.

Vehicles are connected and there is a 
growing activity in the technical analysis 
of connected car data which is useful in 
the future design and understanding of 
how vehicles are used.

Commenting on the emergence of 
connected cars Ptolemus Consultancy 
and automotive data researchers say:

Remote diagnostic technologies provide 
the ability to collect and analyse real-time 
data to monitor a vehicle’s systems quality 
and performance. As a result, dealerships 
and independent agents can generate 
greater demand by improving customer 
relationship management through more 
efficient services in vehicle maintenance, 
repair automation, service scheduling, and 
parts sourcing.

This relatively new market segment creates 
big opportunities not only for vehicle 
owners and dealerships, but also for other 
players throughout the value chain such as 

device manufactures, telematics service 
providers (TSPs), data management and in 
particular for data analytics companies 
that with the usage of Big Data tools can 
predict vehicle events.3
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Section 5

Recognising that connected car data and 
management of personal information is 
vital, vehicle manufacturer and distributor 
members of the Federal Chamber of 
Automotive Industries (FCAI) have agreed 
to a voluntary Code of Conduct on 
Automotive Data and Privacy Protection.4

Dealers are engaged with their supplying 
manufacturers and Dealers are 
recognised within the FCAI Code of 
Conduct on Automotive Data and Privacy 
Protection as being involved in the 
network of responsible use of personal 
information.

The FCAI Code includes transparency in 
relation to the collection and use of 
vehicle generated data from connected 
cars.

The FCAI Code includes provisions to 
protect the safety of drivers, the integrity 
of vehicles, and cyber security threats.

AN AUTOMOTIVE INDUSTRY CODE OF CONDUCT IS 
OPERATIONAL
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Section 6

4.1 Change the word ‘about’ in the 
definition of personal information to 
‘relates to’. Ensure the definition is 
appropriately confined to where the 
connection between the information and 
the individual is not too tenuous or 
remote, through drafting of the 
provision, explanatory materials and 
OAIC guidance.

It is of concern that changing the 
definition of personal information using 
the words ‘relates to’, could be interpreted 
to expand the Privacy Act to 
circumstances which are remote from the 
person and introduce ambiguities for 
compliance that businesses may not be 
able to predict or manage. 

The words ‘relates to’ are broad as to 
likely capture situations where the Privacy 
Act requirements have the potential to 
impact on performance of vehicle 
functions. This should not be the case.

Software defined vehicles generate and 
communicate technical data, not personal 
information. The technical data used to 
operate the vehicle safely, in our view, 
does not and should not be defined to 
relate to the people in the vehicle. 
Technical data is information about the 
vehicle operation and does not relate to a 
person whether they be an owner, a 
driver, or a passenger.

Technical data and vehicle generated data 
should be expressly excluded from the 
definition of personal information.

AADA COMMENTS ON SPECIFIC PROPOSALS IN THE PRIVACY 
ACT REVIEW REPORT

4.3 Amend the definition of ‘collects’ to 
expressly cover information obtained 
from any source and by any means, 
including inferred or generated 
information.

Could these words changing the definition 
of ‘collects’ be interpreted in the future to 
define that technical data generated by 
vehicles is collected for the purposes of 
the Privacy Act?

Connected car data should be excluded 
from the definition of ‘collects’ that infers 
collection by any means or generated 
information.

Information generated in the operating 
systems of vehicles should not be defined 
as collected or as personal information. To 
infer that such information is collected 
during the operation of the vehicle is 
erroneous.

AADA does not support proposal 4.3.
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Section 6

4.9 Sensitive Information (a) Amend the 
definition of sensitive information to 
include ‘genomic’ information. (b) 
Amend the definition of sensitive 
information to replace the word ‘about’ 
with ‘relates to’ for consistency of 
terminology within the Act. (c) Clarify 
that sensitive information can be 
inferred from information that is not 
sensitive information. 

The use of bio-metric sensing also known 
as Driver Monitoring Systems (DMS), in 
vehicles has developed and can assist 
driver awareness and collision avoidance. 
However, it should not be inferred or 
implied that such devices transfer or 
transmit any personal information or 
sensitive information.

Some driver awareness warning systems 
use sensors to monitor eye movements 
and driver focus on the driving task to 
detect drowsiness. Such systems observe 
the iris and pupils of the driver’s eyes.

Further advancements in the use of safety 
and security systems using bio-metric 
sensing are likely and therefore further 
discussions with vehicle manufacturers 
and Dealers will be necessary to avoid 
confusion over exactly how such systems 
operate.

Innovative safety and security initiatives 
should not be inhibited by words in the 
Privacy Act which may be misinterpreted 
or induce unintended consequences in 
the automotive industry.

It should not be implied that sensitive 
information is being collected and the 
definition of personal information should 
not extend to vehicle technical data or 
safety and security features which are not 
retrievable from the vehicle.

AADA does not support proposal 4.9.
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Section 6

4.10 Recognise collection, use, 
disclosure and storage of precise 
geolocation tracking data as a practice 
which requires consent. Define 
‘geolocation tracking data’ as personal 
information which shows an individual’s 
precise geolocation which is collected 
and stored by reference to a particular 
individual at a particular place and time, 
and tracked over time.

Geo-locating in connected cars is central 
to the operation of features embedded in 
the software defined   systems of many 
newer vehicles currently on the road.

Any proposal to consider geo-location in 
motor vehicles as personal information 
must be discussed directly with the auto 
industry to avoid unintended 
consequences. 

GPS locating in vehicles is provided and 
used with good intentions.    

For example geo-location in Intelligent 
Speed Assistance (ISA) systems which 
locate the vehicle relative to speed limited 
zones and informs the driver of the limit 
and occurrences of driving over the limit.

ISA a useful system which aims to avoid 
collisions and improve road safety. Use of 
geo-location in this way should not be 
regarded as tracking or attracting a 
regulatory requirement to provide specific 
geo-location Privacy Act consent.

The location of a vehicle should not 
automatically be regarded as personal 
information for the purposes of the 
Privacy Act.

Location of a vehicle is not attached to the 
identity of a driver and identification of a 
person driving a vehicle does not 
necessarily flow from the vehicle knowing 
via GPS where it is located. 

Privacy principles should not be extended 
to apply to the operating systems of 
vehicles.

It is appropriate and necessary to regulate 
collection of personal information about a 
vehicle owner however, it is a regulatory 
overreach to regulate collection of 
connected car data which is used to 
operate the vehicle via its connected 
software systems.

Proposal 4.10 would require specific 
consent. The following questions of 
practicality arise:

•	 Who would consent for geo-location 
and how would consent be applied to 
all the individual drivers of vehicles?

•	 Would it be expected that owners, 
drivers, and all passengers in a geo-
locating vehicle provide consent to the 
use of geo-location systems?

•	 What would happen with geo-location 
consent when the vehicle is sold to a 
new owner?

•	 Would it be expected that vehicle 
manufacturers or Dealers should 
maintain a continuing record of geo-
locating consenting or non-consenting 
people under the 4.10 proposal?

Even if it is accepted and deemed 
necessary to link connected car geo-
location to privacy, and we don’t accept 
that premise, it becomes far too complex 
to add driver consent for connected car 
geo-location in all circumstances, and 
almost impossible for a manufacturer or 
Dealer to ensure that consent is received 
and then kept up to date for all vehicle 
owners, drivers, and passengers. 
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Section 6

It is impractical and unlikely that such 
compliance could be achieved in the 
real-world situations where vehicles are 
used so interchangeably by owners, 
different drivers, and many passengers. 

Under proposal 4.10 it could be 
interpreted that Dealers and or 
manufacturers would become de facto 
registrars of vehicle ownership and drivers 
because a requirement to obtain consent 
would expand to all uses of the geo-
locating vehicle.

Dealers should not be compelled by 
privacy regulations to know who is driving 
all the vehicles which they have sold, 
serviced, maintained, or repaired. 

AADA does not support proposal 4.10, 
further discussion with the automotive 
industry and a clarification of the 
practicality of the proposal is required.

10.1 Introduce an express requirement in 
APP 5 that requires collection notices to 
be clear, up-to-date, concise and 
understandable. Appropriate 
accessibility measures should also be in 
place.

AADA would welcome the suggested 
guidance proposed to meet proposal 10.1. 
Dealers need clear and concise 
information on the subject of collection 
notices to assist them in clear 
communication with consumers.
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Employee Records 

AADA submits that employee records and 
protection of privacy would be best 
applied using the existing Fair Work 
Regulations 2009 therefore avoiding 
duplication and centralising under the 
most appropriate Act and regulations 
where employers would expect to find 
them. 

AADA is an association member of the 
Australian Chamber of Commerce and 
Industry (ACCI) and also supports the 
ACCI submission to the Privacy Review in 
respect of their detailed comments on 
employee records. 

Fair and Reasonable

AADA is not opposed to the proposal that 
fair and reasonable use of personal 
information under the APPs. However, “fair 
and reasonable” would therefore need to 
be accompanied by guidance material 
that can assist Dealers to readily 
understand correct interpretation and 
compliance.

Balance and Care

AADA expresses our concern and 
recommends that Government 
approaches with caution further 
regulation under the name of privacy, any 
collection of information about use, 
operation, location, and performance of 
vehicles. 

In this call for caution we include geo-
location, which is not provided for the 

SUBMISSIONS ON OTHER NON-VEHICLE ISSUES

purpose of tracking the people in the 
vehicle per se, but for the purpose of 
locating the vehicle accurately and to 
enhance performance of vehicle features, 
services, and safety systems, some of 
which are mandated for safety. 

Balance and care should be taken before 
decisions are made to formally link 
personal information and connected car 
data therefore invoking new privacy 
requirements on Dealers, manufacturers, 
and employers.

AADA recommends further direct 
consultation with Dealers and 
manufacturers on matters of vehicle 
generated technical data before decisions 
are made on proposals to amend the 
Privacy Act or Australian Privacy 
Principles.



CONCLUSION

We would be happy to meet with you to 
discuss our submission. If you require 
further information or clarification in 
respect of any matters raised, please do 
not hesitate to contact me.

James Voortman
Chief Executive Officer 
M: 0452 535 696  
E: jvoortman@aada.asn.au

Section 8
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Section 11

1 - https://eng.unimelb.edu.au/__data/assets/pdf_file/0006/3913944/AIMES-White-
Paper-Enabling-Infrastructure-to-Vehicle-Communication.pdf
  
2 - https://its-australia.com.au/news/has-the-time-come-for-ecall-in-australia/

3 – https://www.ptolemus.com/industries/vehicle-repair-distribution/ 

4 - https://www.fcai.com.au/library/publication/fcai_data_privacy_code_of_conduct.
pdf
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