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CUSTOMER DATA 

PRIVACY OBLIGATIONS AND ISSUES TO CONSIDER WHEN SHARING 
CUSTOMER DATA WITH THIRD PARTIES 

Issued 19/01/2021 

This bulletin provides high level guidance in relation to a Dealer's obligations in relation to 
the collection and handling of customer information under Australian law.  

A Dealer's confidentiality and privacy obligations to its customers should also be considered 
when sharing customer data with third party service providers (such as when you acquire a 
Dealer Management System).  

1. Confidentiality

Information may be protected as confidential information through legally enforceable 
obligations that arise: 

• under a contractual obligation, for example where there is an express term in a
contract that specifies certain information, such as commercially sensitive
information, must be treated as confidential; or

• automatically at law, for example where there is no contract but information that has
the necessary quality of confidentiality (ie not trivial or publicly known information)
and the circumstances amount to an expectation of confidentiality.

Dealers should consider whether confidentiality obligations apply to information when 
handling or disclosing that information.  

2. Privacy law

The Australian Privacy Act 1988 (Cth) (Privacy Act) regulates the use of personal 
information, which is information or an opinion about an identified individual (or who is 
reasonably identifiable), whether true or not, and whether recorded in a material form or not. 
Dealers that have a turnover of less than $3 million per year may not be required to comply 
with the Privacy Act if they are able to rely on the small business exemption. If unsure - 
please seek legal advice.  

The Privacy Act includes 13 Australian Privacy Principles (APPs) that govern standards, 
rights and obligations in relation to the handling of personal information, governance and 
accountability, integrity and correction of personal information and the right of individuals to 
access their information.  

Assuming a Dealer is subject to the Privacy Act, the key obligations and requirements under 
the Privacy Act that Dealers should be aware of are as follows: 

(a) Security - Dealers must take reasonable steps in the circumstances to protect
personal information from misuse, interference and loss and from unauthorised
access, modification or disclosure;
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(b) Security breach notification - Dealers are required to notify impacted individuals
and the Office of the Australian Information Commissioner (OAIC), if there are
reasonable grounds to believe an 'eligible data breach' has occurred. An eligible data
breach occurs when there is:

(i) unauthorised access or disclosure of personal information held by a Dealer;
and

(ii) that is likely to result in serious harm to any impacted individuals; and
(iii) the Dealer has been unable to prevent the likely risk of serious harm with

remedial action;
(c) De-identification and destroying - Dealers must take reasonable steps in the

circumstances to de-identify or destroy personal information that it no longer needs
for any purpose, unless it is required by law to retain that information;

(d) Direct marketing - Dealers must not use personal information for direct marketing
(such as sending advertisements to a customer via mail), unless an exception
applies. An exception includes where personal information has been directly
collected from an individual who reasonably expects their information to be used for
direct marketing. When engaging in direct marketing, Dealers must provide a simple
opt-out mechanism. If personal information is collected indirectly, eg through a third
party, then additional requirements apply. (NB: separate requirements under the
Australian Spam Act apply to the sending of electronic communications (e.g. SMS
and email) and the Dealer generally requires the express or inferred consent of
individuals to send electronic messages unless an exception applies);

(e) Access - Dealers must provide access to information held about an individual upon
request, unless an exception applies. Exceptions include where giving access would
have an unreasonable impact on the privacy of others or where there are anticipated
legal proceedings;

(f) Correction - Upon request, Dealers must take reasonable steps in the
circumstances to correct customers' information to ensure that the information is
accurate, up to date and complete;

(g) Overseas transfer - Before a Dealer discloses personal information to an overseas
recipient, Dealers must take reasonable steps in the circumstances to ensure the
overseas recipient does not breach the APPs. If a Dealer discloses personal
information to an overseas recipient, then generally they will be accountable for that
recipient's handling of the information;

(h) Collection - Dealers must not collect personal information unless it is reasonably
necessary for its functions or activities and collection is by lawful and fair means;

(i) Use and disclosure - Dealers may use and disclose personal information for the
'primary' purpose that it was collected for and must not use or disclose the
information for a secondary purpose, unless an exception applies such as consent
from the individual;

(j) Privacy Policy - Dealers must have a clearly expressed and up-to-date privacy
policy about the management of personal information and must include certain types
of information;

(k) Privacy collection notice - This is a separate and additional requirement to having
and maintaining a Privacy Policy.  Dealers must take reasonable steps to notify
individuals of the following details when collecting personal information:

(i) the Dealer's name and contact details
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(ii) if the Dealer collected the information from someone other than the individual
or may not be aware it has collected it, the fact and circumstances of
collection

(iii) whether the collection is required or authorised by law
(iv) the purposes of collection
(v) the main consequences if personal information is not collected
(vi) the organisations or types of organisations the Dealer is likely to disclose the

personal information to (e.g. the manufacturer; service providers)
(vii) that the Dealer's Privacy Policy outlines how the individual can access and

seek correction of their information and complain about a privacy breach; and
(viii) if the Dealer is likely to disclose personal information to overseas recipients,

and if practicable, the countries where they are located.
(l) Practices, procedures and systems  - Dealers must take reasonable steps to

implement practices, procedures and systems to ensure compliance with the APPs
and to deal with inquiries or complaints (click here for more information).

Dealers can be liable for a civil penalty (of up to $2.22 million per contravention) for an act or 
practice that is a serious interference with an individual's privacy, or a repeated interference 
with the privacy of a group of customers' privacy.  

3. Contractual arrangements

Due to confidentiality and privacy law obligations and the potential exposure Dealers may 
have to their own customers, Dealers should ensure contractual arrangements with third 
party suppliers contain appropriate obligations and protections for the handling of customer 
personal information and commercially sensitive information.  

Contracts for Dealer Management Systems are particularly important as customer 
information that has been collected by Dealers is then transferred to an external party's 
system (sometimes overseas). 

In earlier advice provided by HWLE to AADA, a review of a Dealer Management System 
contract indicated that the general terms offered by the service provider in question were not 
sufficient to protect the Dealer or its customers. 

Issues to look out for in contracts with third parties that will be holding your customer's 
personal information include: 

(a) Security - Third party suppliers should provide commitments around implementing
security controls and requirements in relation to customer data. Dealers should also
make enquiries and conduct due diligence on security procedures and practices to
ensure they are appropriate;

(b) Data breaches - Contracts should specify how data and security breaches are to be
notified to the Dealer and outline how such breaches will be notified to end
customers and the OAIC (where required by the Privacy Act) and otherwise
mitigated, handled and remedied;

(c) Overseas transfers - Generally, Dealers should seek to restrict service providers
from transferring personal information outside Australia without consent, or should
seek to agree a list of the countries and circumstances where limited overseas
transfers are permitted;

https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-1-app-1-open-and-transparent-management-of-personal-information/
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(d) Use and disclosure - Service providers must only use, process and disclose
personal information for the purposes of performing their obligations under the
contract and no other purpose;

(e) Confidentiality - The contract should specify that the customers' data is confidential
information of the Dealer and must not be disclosed to a third party except on a
confidential basis and then only to the extent necessary to provide the relevant
services;

(f) Compliance - Service providers should commit to complying with applicable laws in
including the Privacy Act and APPs in relation to the personal information they
receive from Dealers;

(g) Deletion or return - customer data must be returned to Dealers upon termination or
expiration of the contract or at request of Dealers and then permanently deleted by
the service provider;

(h) Liability - given the potential liability Dealers may be exposed to in relation to misuse
of customer information, Dealers should carefully consider and negotiate any liability
caps and exclusion clauses proposed by a service provider.

Disclaimer:  The information in this publication is general and introductory in nature and current as at 
the time of first publication. This publication does not constitute legal advice and should not be relied 
upon as such. Your receipt or use of the information in this publication is not intended to and does not 
create any relationship of client-solicitor between you and HWL Ebsworth.  We recommend that you 
seek legal advice in relation to any particular matters you or your organisation may have before taking 
any action relating to the matters addressed in this publication. If you place any reliance on the 
information in this publication, you do so solely at your own risk.  


